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Abstract

Academic certificates in the modern era, due to the extensive use of digital technology, face
various risks of counterfeiting and long-term cryptographic exposure due to advances in computing
power. Existing frameworks often lack comprehensive protection utilizing multi-cryptographic
technologies. To address this, we propose a secure digital certification framework by implementing
robust integration defense mechanisms. In the first layer, core encryption is achieved using a high-
dimensional hyperchaotic system combined with dynamic DNA coding. It is then connected to a
Quantum Resilient Ledger (QRL) to ensure decentralized, immutable, and future-proof verification.
We evaluate this framework across various certificate formats (JPG, PNG, BMP, TIFF, and GIF).
Experimental results demonstrate high operational efficiency, with cryptographic processing times
ranging from 0.12 to 0.19 seconds and fast QRL anchoring times between 1.66 and 2.32 seconds.
The system achieves an ideal information entropy of 8, a uniform histogram, and a correlation
coefficient close to zero, confirming high randomness. Furthermore, the proposed scheme
demonstrates strong resilience against differential attacks with near-ideal NPCR (~99.61%) and
UACI (~33.47%). This holistic approach provides a highly secure, efficient, and decentralized
solution for protecting digital academic credentials.
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1. INTRODUCTION

Personal data security is a necessity in today's digital era, where internet user activity has
increased year after year, impacting user behaviour [1]. Users are often unaware that their systems
may be targeted [2]. Information security is the protection of information from all potential threats
to ensure business continuity, minimize business risk, and maximize or accelerate return on
investment and business opportunities [3]. Data protection and security are necessary to address
threats such as damage, natural disasters, and cybercrime [4]. There is no denying that life, in all
its forms, has entered the digital era, and many activities are now performed digitally [5]. Data
protection and security threats also occur in the education sector. Without robust validation, the
education ecosystem is vulnerable to data manipulation, which can harm students, educational
institutions, and employers. The threat of falsified educational certificates is becoming increasingly
sophisticated as the transition from physical documents to digital. Current studies have discussed
that certificate forgery has become a global problem and has damaged trust in educational
institutions [6] [7]. While traditional encryption techniques often struggle with the complexity of
modern data, optimizing encryption algorithms is needed to protect visual data [8].

There is an urgent need for decentralized and tamper-resistant security solutions.
Blockchain technology has emerged as an ideal candidate due to its promising characteristics of
transparency, immutability, and decentralization, which promise higher levels of encryption and
data security to address internal, malicious, peripheral, and incidental threats [9]. Blockchain
technology is also used as an excellent alternative for protecting personal data, particularly
educational certificates, as a complement to encryption technology. The two technologies can be
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combined very easily. Blockchain has the capability to achieve these standards since it is a truly
distributed technology. Blockchain is a technology that involves third parties in the process of
exchanging information. Information on the Blockchain can be in the form of data entry in
transaction form, assets, identities, and other information that is packaged in digital form [10].
Therefore, research is also directed at developing hybrid blockchain systems with IPFS for off-
chain storage. Blockchain demonstrates that this architecture can satisfy user privacy rights, such
as the Right to Be Forgotten, which are often difficult to implement on immutable blockchains [11].
Blockchain technology is widely adopted to automate verification, for example, the use of Smart
Contracts to eliminate intermediaries. Storage efficiency is also improved through the integration
of IPFS [12][13]. Blockchain is a technology that combines tools, methods, and configurations to
address specific problems or use cases. Blockchain technology differs from traditional centralized
approaches by enabling secure on-chain data management across a distributed and interconnected
network of nodes [14]. Blockchain technology uses a consensus mechanism that allows transaction
data to be securely stored on the network after verification and validation, without third-party
interference [15]. Blockchain technology combines several security concepts to ensure the
confidentiality of information. One concept in blockchain technology is similar to that in distributed
databases [16]. One use of blockchain technology is in the security and verification process of
digital certificates. This technology enables secure, encrypted, and immutable data recording,
providing transparency and trust throughout the production and distribution process [17].

o oln

Cryptographic
Data Key Encrypted Data

Figure 1. Blockchain for Academic Certificate

The potential of this technology has become a pivotal solution in the higher education
ecosystem, specifically in developing trustworthy and sustainable diploma management
infrastructures to mitigate the risks of academic certificate forgery, which increasingly threatens
institutional reputation and public confidence. Not only is it needed for the university’s reputation,
but on a practical level, attempts to verify degrees are typically bureaucratic, and the weaknesses
of this system are preyed upon by actors in the educational ecosystem seeking to game it [18].
Ghani et al. [19] proposed modernizing educational record management by integrating
decentralized blockchain technology to ensure data security, privacy, and immutability. Blockchain
is a decentralized method to handle authentication and tamper-resistant transactions with integrity
through a wide number of users, often known as nodes [20]. Blockchain Technology is a distributed
and decentralized ledger system connected to nodes across the network. Each node shares access
to the ledger and its records. The records stored are immutable. Therefore, no one can change or
tamper with a record after it enters the ledger. Four types of blockchain networks are available:
public, private, permissioned, and consortium. Users could choose which network to use based on
their needs [21]. Transaction data is converted into a hash value using a Merkle tree, optimizing
data storage management and regulating accessibility [22]. As a result, blockchain ensures
immutability, meaning that any modification to a block would affect all subsequent blocks within
the distributed ledger [23].

However, the reliability of current blockchain and digital security frameworks faces an
existential threat from rapid advancements in quantum computing [24].

This global phenomenon introduces an urgent timeline for transition, as predictive models
estimate that quantum processors capable of compromising current cryptographic standards could
realistically emerge between 2033 and 2040 [25]. Most existing infrastructures rely on classical
algorithms like RSA and ECDSA, which are highly vulnerable to quantum-based attacks.
Specifically, Shor’s algorithm can completely break RSA and ECC [26]. Meanwhile, Grover’s
algorithm introduces a quadratic speedup that halves the effective security level of symmetric
systems and hash functions, such as SHA-256 [25]. To fill this gap, we proposed a framework,
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which we renamed to “Digital Certification Security Framework Using Multi-Hybrid Cryptography
and QRL Blockchain”.

2. RESEARCH METHODS

The research method includes a literature review, process flow and the proposed method.
Literature review includes: state of the art, gap analysis, contribution, and comparison with existing
research. The process flow includes: input of student metadata and student digital certificates by
academic admins and certificate verification by students. The proposed method includes analysis,
architecture, methods used, and implementation.

2.1.Literature Review

We have found some studies related to the implementation of Blockchain Technology. A
literature review shows that there is growing interest in this topic, with several institutions already
attempting to implement blockchain solutions

2.1.1. State of The Art

The evolution of digital certification frameworks can be synthesized into three primary
thematic categories:

e The first category focuses on Ledger Integrity through Classical Cryptography and
Conventional Blockchain. These studies aim to transition paper-based systems to decentralized
ledgers using established algorithms such as ECDSA, RSA, and standard hashing to ensure
transparency and anti-tampering [27][28] [29]. Mechanisms like Byzantine consensus, hybrid
networks, and Merkle-based traceability have proven effective for basic credential verification
and administrative traceability [30][31]. Furthermore, innovations in hashed mapping and
decentralized applications have further optimized verification speed and global accessibility
[32][7][33].

e The second category addresses Data Privacy, Web3, and Regulatory Compliance, particularly
regarding the GDPR. Researchers here utilize modern primitives such as Non-Fungible Tokens
(NFTs), Rejectable Soul bound Tokens, and Zero-Knowledge Proofs (ZKPs) to protect the
privacy of certificate owners [34][35]. These frameworks often incorporate Decentralized
Identifiers (DIDs) and Layer-2 scaling solutions like zk-Rollups to achieve privacy-preserving
credential management without compromising institutional trust [36][37][38][39].

e Thethird category involves Automation and Intelligent Detection via Al and Machine Learning
Integration. These studies synergize blockchain with deep learning models, such as
Transformers, BERT, and CNNSs, to automate credential evaluation, equivalency estimation,
and sophisticated fraud detection [40][41]. These systems aim to transform diploma
verification into an autonomous, transparent process through intelligent data mining and pattern
recognition [42][43]

2.1.2. Gap Analysis

Despite progress in these four categories, critical research gaps remain. While the first three
categories offer robust integrity, privacy, and automation, they largely rely on standard blockchain
networks such as BSV Blockchain, Ethereum, and Remix/Ganache and have not yet utilized post-
quantum-protected blockchain networks like QRL
2.1.3. Contribution

To bridge this gap, this research proposes a multi-cyprography 6D hyper-chaotic system

with DNA mutation for randomized encryption and integration with QRL Blockchain. The
significance of this work is three-fold.
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e This research significantly expands the literature on multi-layer Cryptography and QRL
Blockchain integration. It demonstrates a novel multi-layered architecture that secures a digital
certification.

e The framework provides a tangible, highly secure solution for higher education institutions to
combat certificate forgery. It offers an instant, unforgeable verification system that maintains
structural visual integrity without sacrificing image quality, ensuring that certificates cannot be
backdated or tampered with visually.

e The proposed architecture aligns with global data protection regulatory trends. By securely
decoupling encrypted visual payloads from decentralized ledger anchors and utilizing advanced
steganography, the system inherently supports privacy-preserving standards compliant with
international regulations such as the European Union's General Data Protection Regulation
(GDPR) and Indonesia's Personal Data Protection Law (UU PDP).

2.1.4. Comparison with Existing Reasearch

Table 1 illustrate of summary of comparison of existing research and the position of this

research
Table 1. Comparison with Existing Research
Research | Object Blockchain Storage Digital Algorithm
Type & Signature
Network

[7] Digital Binance Smart | IPFS & ECDSA SHA-256 Hashing
Diploma Chain (BSC) Blockchain

[27] FiDigital BSV Blockchain ECDSA AES encryption for
Certificate | Blockchain & Database on-chain data.

[30] Digital Private P2P Blockchain Private key | AES-256, SHA-256,
Certificate | Network & Database ECDSA.

[32] Digital Ethereum Blockchain RSA RSA encryption/
Certificate decryption on

hashes.

[33] Academic | Ethereum Blockchain Standard Implicit
document | (Remix/ & digital cryptographic

Ganache) Local/Cloud | signatures. algorithms.
Database

[36] Digital Ethereum IPFS RSA-2048 / | SHA-256, SHA-512

Certificate | Layer-2 (zk- ECDSA Hashing.
Rollups,
Arbitrum).

[38] Privacy- Dual- IPFS DID & zk- | AES encryption for
preserving | blockchain Encrypted SNARKSs off-chain data.
verificatio | (Public &

n Private)

[41] Accreditati | Cerberus++ Blockchai ECDSA Extended MD5 +

on (Distributed n/MMR. MultiPRNA +
Ledger) Runge-Kutta
chaotic system.

This Digital Blockchain Blockchai XMSS SHA-256 (Secure

Researc | Certificate | (QRL) n& (eXtende Hash

h MongoD d Algorithm),

B Merkle Hybrid Chaotic
Signatur 6D-DNA
e Encoding
Scheme) Quantum Walk

Table 1 explains about the comparison of the proposed digital certificate security
architecture with various frameworks from previous research, highlighting a strategic transition
from classical cryptography towards Post-Quantum Security. Unlike conventional systems that are
vulnerable to future computational attacks due to their reliance on traditional digital signature
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algorithms such as ECDSA or RSA, this framework innovatively utilizes the Quantum Resistant
Ledger (QRL) network alongside the eXtended Merkle Signature Scheme (XMSS) authentication
algorithm to guarantee absolute document validity on-chain.

Furthermore, in terms of data protection at the database level (MongoDB)), this architecture
fundamentally outperforms standard encryption methods through the implementation of a 6D
Hyper-Chaotic hybrid cryptographic engine which operates with an extra layer of entropy via the
X7 parameter—combined with DNA Encoding and Quantum Walk methods. This strategic
approach ensures that the developed framework maintains an extremely lightweight server
computational load (zero-overhead) while simultaneously delivering a level of security algorithm
complexity that far exceeds the protection standards established in previous literature.

2.2.Process Flow
a. Process Flow Input Student Metadata & Student Digital Certificate

b4 START
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Date) and Original Digital i .
Certificate Hybrid Eneryption
# Save Data
University > Y8S Hybrid Chaotic-DNA- Mongo DB
‘ Input Data Authentication > Quantum Walk
Valid? Encryption
Authentication 3 3
#7 Failed Blockehain Anchoring

\ Write to Quantum
END -7 Resistant Ledger [« QRL Web3 <
(QRL)

Figure 2. Input Data Process Flow

Figure 2 shows that the workflow begins with the selection of student metadata and the
original digital certificate, followed by a university authentication check. If the authentication is
valid, the data undergoes a complex "Chaotic-DNA-Quantum Walk Hybrid Encryption" before
being securely stored in a MongoDB database. Finally, the system performs blockchain tethering
using Web3 QRL to write the data to a Quantum Resistant Ledger (QRL), ensuring certificate
invulnerability and long-term security before the process concludes.

b. Certificate Verification
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Figure 3. Certificate Verification Process Flow

Figure 3 shows that the process begins with students uploading their digital certificates
along with their Hashed QR Codes. This submitted data is then matched and verified against
existing database records. Based on this verification step, the system determines whether the
certificate is valid; if it matches, the result is declared "Authentic,” while if it fails the check, it is
marked as "Inauthentic,” thus ending the verification workflow.

2.3.Proposed Framework
Vol.XX No. XX— Bulan Tahun



ISSN : 1978 -8282, Online ISSN: 2655-4275

This research proposes a framework that synergizes hybrid cryptography and Quantum
Resistant Ledger (QRL) as shown in Figure 4. Proposed Framework.
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Figure 4. Proposed Framework
2.3.1. Selection of Student Metadata and Digital Certificate

In this research, student data consist of essential academic identity attributes commonly
used in higher education certification systems, including: student number, student name, date of
issuance, and institutional validation metadata. These data are organized into structured digital
records prior to the encryption stage. To ensure interoperability across educational institutions and
digital verification platforms, the student information is transformed into standardized machine-
readable formats before being processed by the proposed security architecture. Figure 5-9 shows

the student data input page and upload of digital certificate documents.

(i)

CERTIFICATE

1p08n socamam
e ——
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Figure 7. Digital Certificate (omp format)
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Figure 9. Digital Certificate (gif format)

Each image format possesses different characteristics in terms of compression mechanism,
color representation, and storage structure, thereby providing a comprehensive evaluation
environment for the robustness of the proposed steganographic model. Figure 5-9 illustrates
examples of digital certificate formats utilized in this research, including PNG, JPG, BMP, GIF,
and TIFF-based certificates.

2.3.2. Data Input
The process initiates at the frontend interface, where the system collects essential student

metadata alongside (Student 1D, Name, Certificate Number, Date) and the original digital
certificate image. Figure 10 illustrate Input Metadata & Base64 Process.

Input Metadata

i 8 Frontend Data Encryption Backend
—— Smdent certificate Ba:
w and data NODE
]
: Student Data
A;f“’m“ 1. Sudent Numiber Plantext  Basetd s
dmin

2. Student Name
3. Certificate Number
4. Issue Date

Figure 10. Input Metadata and Base64 Process

To streamline data transmission and reduce server load, this original image is immediately
converted into a Base64 string format directly within the user's local browser environment. Once
this local conversion is complete, the combined payload containing both the text metadata and the
Base64 image string is securely transmitted to backend using a standard HTTP POST protocol.

2.3.3. Multi-Cryptographic

In this phase, student metadata is combined with the University Secret Key and processed
through the SHA-256 algorithm to generate a unique digital fingerprint. This hash then serves as
the seed to trigger the 6D Hyper-Chaotic Engine. The resulting chaotic trajectory determines the
randomization and encoding of the image matrix into a distributed DNA sequence using the
Quantum Walk method.

a. Hyper-Chaotic Encryption

The core of the proposed this framework is a high-dimensional nonlinear system. To
achieve a higher degree of complexity and a broader key space, the traditional chaotic maps are
extended into a 6-Dimensional (6D) state space.

X1 =a(X2 - X1) + X4

X2 = CX1 - X2 - X1X3 + X5

X3= X1X2 — bX3 + Xg @
Xq4 = dX4 - X1X3

X5 = X1 + XoX3

X6 = er - 0X1
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The system is defined by the following set of first-order differential equations. Parameter
and State Variable Definitions:

e State Variables x1, x2, ... x6 represent the six interdependent coordinates of the chaotic
system in the phase space. The non-linear cross-terms (such as x1 x3 and x1 x2) are
responsible for generating the sensitive dependence on initial conditions.

e Control Parameters (a, b, c, d, e, f, g) system constants that govern the stability and chaotic

behaviour.
Hybrid Chaotic-DNA Encoding
9D Hyperchaotic System Quantum Resistant
Backend S Ledger
NODE
—» P
v 11000
117011
Backend Process Chaos 91010 MongoDB Save ‘
00011 : Anchoring
Transaction Log 1

Figure 11. Multi-Cryptographic and Anchoring

Figure 11 illustrate the Multi-Cryptographic and Anchoring process. To ensure the
mathematical precision required for cryptographic synchronization, the continuous-time system is
discretized using the 4th-order Runge-Kutta (RK4) numerical method. This approach provides a
high degree of accuracy for the chaotic keystream generation. The next state yn+1 is calculated as:

Yn+1 =Yn t % (k1 + 2ky + 2k3 + ky) 2)
ki = f(tn, Yn)
ko= i(ts + N/2, yn + N/2.K1) 3)

Ks = f(tn + h/2, yn + h/2.k>)
Ke = f(tn + h, yn + hks)

b. DNA Quantum Scrambling

The resulting chaotic sequences are mapped into a DNA nucleotide space A, C, G, T. To
maximize diffusion, the system performs a permutation process where the DNA string positions
are scrambled based on the sorted indices of the quantum-influenced chaotic sequence.

P = sort(indices(Quw)) 4)
2.3.4. Storage Offloading & Database

To maintain a zero-overhead architecture and ensure the server remains highly responsive,
the backend employs a strategic storage offloading mechanism before interacting with the database.
Instead of injecting the massive Base64 strings of the original and encrypted images directly into
the database, The Backend proses saves them as static text files within a local server directory.
Consequently, the MongoDB database is only tasked with storing the lightweight file reference
names, the hash, and the student metadata, which is symmetrically encrypted using AES-256 to
uphold strict privacy-by-design principles.

2.3.5. Post-Quantum Blockchain Anchoring Phase (QRL Zond)

Simultaneous to the database logging, the digital signature and authentication processes are
offloaded entirely to the Quantum Resistant Ledger (QRL) Zond Testnet to achieve true post-
quantum security. The Backend establishes a direct RPC connection with the blockchain network
and embeds the phase3_hash into an EIP-1559 Type 2 transaction payload as an immutable proof
of existence. Figure 7 illustrate Quantum-Resistant Ledger (QRL) Anchoring Process.
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Figure 12. Quantum Resistant Ledger

Before this transaction is broadcasted to the network, it is cryptographically signed using
the extended Merkle Signature Scheme (XMSS), a robust hash-based algorithm that guarantees the
document's authenticity and renders the transaction impervious to future quantum computing
attacks. By writing to the QRL, the framework utilizes quantum-secured protocols to mitigate
transaction vulnerabilities such as Maximal Extractable Value (MEV) attack using secure sources
of randomness [44].

2.3.6. Performance Evaluation Metrices

To rigorously validate the security, robustness, and visual quality of the proposed
framework, a comprehensive set of evaluation metrics is employed. These metrics are processed
through a dedicated performance evaluator module, which provides empirical evidence of the
system's resilience to cryptographic attacks and high-fidelity steganographic performance.

a. Entropy Analysis

Quantifies data randomness to verify resistance against pattern-based and frequency
analysis attacks. s represents the image source or the set of pixel intensities. i denotes the specific
pixel intensity value, ranging from 0 to 255 for standard 8-bit images. P(si) represents the
probability of occurrence of the pixel intend.

H(s) = — X255 P(sp) log, P(s) (5)
b. Histogram Analysis
Verifies the statistical uniformity of the pixel distribution to ensure no plain image
information is leaked. Represents the frequency of each pixel intensity, typically calculated as h(v)=
nv where v is the pixel intensity level (0-255) and nv is the total count of pixels with that specific
intensity.

c. Correlation Coefficient

Evaluates the statistical independence of adjacent pixels (horizontal, vertical, diagonal) to
ensure they are uncorrelated

Pxy = 21N=1(X1—E(>2())(y1—E(y)) : (6)
JZiN=1(Xi_E(X)) 2N (i-E®)

d. Number of Pixels Change Rate (NPCR)

Measures encryption sensitivity to a single-pixel-change by calculating the percentage of
different pixels between two cipher images. D(i,j)= 1 if the pixels at coordinates (i,j) in the two
images are different, and D(i,j) = 0 otherwise.

NPCR = 2i,jD@.J)
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e. Unified Average Changing Intensity (UACI)

Calculates the average intensity difference between two encrypted images resulting from a
one-pixel alteration.

__1 IC1 (L) —C2 (DI
UACI = WxH [Zi,j T] X 100% (8)

2.3.7. Output

In the final phase, when the academic administrator accesses the document details page,
the system quickly reconstructs the visual elements by retrieving data from MongoDB and reading
the corresponding uploaded text files. This highly optimized retrieval process allows the dashboard
to seamlessly and simultaneously display the decrypted student data, the original document image,
and the visual evidence of the Chaotic-DNA encrypted matrix. Furthermore, the interface provides
real-time verification by displaying the blockchain transaction hash and its bound status, providing
comprehensive and mathematically proven digital certificate validation.

DocumentData S i © Verity b

@  [ENCRYPTED AT REST]
@  [ENCRYPTED AT REST]
@  [ENCRYPTED AT REST]
@  [ENCRYPTED AT REST)

@  [ENCRYPTED AT REST]

Figure 13. Data Recoding

Figure 13 is the output in the form of a list that comes from the data input process, multi-
encryption and blockchain QRL anchoring.

Figure 14 Data Integrity illustrates the system's final verification panel, which serves as the
ultimate cryptographic proof of a digital certificate's authenticity within the proposed framework.

Integrity

FileHash 548f7176626f1f13a8f87463ae6b3a5c96a3141cf669daa36c4543dd98823554
Network QRL (Quantum-Resistant Ledger)

Tx 0x7eb40817a9b4e1873ede2fd3b3edddedcc6f821502e3af8d8a900ed37c396a46
ExplorerUrl https dscan.com/tx/0x7eb40817a9b4e1873ede?fd3b3edddedcc6i821502e3af8

d8a9

Figure 14. Data Integrity
As depicted in the figure, the panel displays the File Hash, acting as an immutable digital
fingerprint generated from the document's original metadata, which is permanently anchored to
the QRL (Quantum-Resistant Ledger) network to guarantee post-quantum security.
2.3.8. Verification

Figure 15.a displays the original image, Figure 15.b encryption image resulting from the
multi-layer encryption and 15.c QR Hash Code. The verification process is carried out by students.
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(a) (b)
Figure 15. Output (a) Original Image; (c) QR Hash Code

The system outputs a final verdict: a perfect match between the orignial-image and the
QR hash yields an “Authentic” status (Figure 16.a), where as any discrepancy flags the document
as “Counterfeit” (Figure 16.b)

. © ‘m

Cartificate Protacted 52101748 prg AUTHENTIC QR Proot b2101740.9ng
ate Valic 1 Blockchain Verifo

m— : . @

assronsant a8 proct szroTTAaang COUNTERFEIT
L3.3/107/HA/K/2025 : o Data mismatcht

(@) (b)

Figure 16. Verification Result (a) Authentic; (b) Counterfeit

3. RESULTS AND DISCUSSION

The proposed digital certification security framework was successfully implemented and
evaluated against comparable methodologies.

3.1. Image Encryption
The multi-encryption process carried out on digital diploma documents produces digital

encrypted documents and hash codes in the form of QR Codes as represented in Figure 14.a and
Figure 14.b.

(a) (b)

Figure 17. Result (a) Image Encryption; (b) QR Hashing Result

3.2. Quantum Resistant Ledger (QRL)
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The network provides a Transaction Hash and Block Number, delivering an immutable,

timestamped state confirmation that prevents ledger tampering or backdating.
Anchoring Workflow:

Blockchain

e Data Preparation. The server retrieves the certificate’s SHA-256 hash and formats it into a
blockchain-compatible hex string.
e Transaction Building & Signing. A Zond-compatible transaction is constructed with the
necessary gas and fee parameters, then securely signed offline using the server’s private key.
o Network Broadcast: The signed transaction payload is broadcast directly to the Quantum-
Resistant Ledger (QRL) Zond network via RPC API.
e Anchoring & Logging: Upon processing, the QRL network provides a cryptographic proof
(Transaction Hash and Block Number). The system subsequently updates the transaction log
to “Anchored,” establishing a permanent and immutable link to the post-quantum blockchain.

Table 2 QRL Result presents the comprehensive outcomes of the blockchain anchoring
process across various digital certificate file formats, including JPG, PNG, BMP, TIFF, and GIF.

Table 2 QRL Result

0c555169cc0el6dc2468chlabacl3
81c103cff

Certificate Hash ID URL

Certificate a (jpg) 0x904f1d7f3bd4462e488badal21f | https://zondscan.com/tx/0x904f1d7f
£759981093d0909ac38e59dch489 | 3bd4462e488bad4al21ff759981093
0dfc7c108 d0909ac38e59dch4890dfc7c108

Certificate b (png) | 0x7eb40817a9b4e1873ede2fd3b3e | https://zondscan.com/tx/0x7eb4081
4ddedcc6f821502e3af8d8a900ed3 | 7a9b4el873ede2fd3b3e4ddedcc6f8
7c396a46 21502e3af8d8a900ed37c396a46

Certificate ¢ (omp) | 0x709b86695d5788fd0585b239db | https://zondscan.com/tx/0x709b866

95d5788fd0585h239db0c555169cc
Oel6dc2468chla5ac1381c103cff

Certificate d (tiff)

0x3cdac970947814df959af95856d
414h2c020e6fd552453d0822903ff
de097d98

https://zondscan.com/tx/0x3cdac97
0947814df959af95856d414b2c020
e6fd552453d0822903ffde097d98

Certificate e (gif)

0xa3cf674571a017f0a8d65ae4769
ad9394hdca38ef18423251342ff0a
40058312

https://zondscan.com/tx/0xa3cf674
571a017f0a8d65ae4769ad9394hdca
38ef18423251342f0a40058312

This data clearly demonstrates the framework's versatility and robustness in processing
diverse document types without compatibility issues. For each respective certificate, the table
displays a unique cryptographic Hash ID, which represents the specific on-chain transaction
identifier generated upon successful anchoring to the Quantum Resistant Ledger (QRL).
Furthermore, the corresponding URL column provides direct links to Zond scan, the official QRL
block explorer. These URLS serve as transparent, publicly accessible proofs, allowing any third-
party validator to independently verify the transaction's existence, integrity, and post-quantum
security status directly on the decentralized network, entirely independent of the internal university
database.

3.3. Performance Evaluation Metrices

These metrics are processed through a dedicated performance evaluator module, which
provides empirical evidence of the system's resilience to cryptographic attacks and high-fidelity
steganographic performance. Table 3 represent performance evaluation metrices across all tested
formats (JPG, PNG, BMP, TIFF, GIF)

These metrics are processed through a dedicated performance evaluation module, which
provides empirical evidence on the system's resilience to cryptographic attacks and high-fidelity
steganographic performance. Table 3 presents the performance evaluation metrics consisting of
Entropy, Histogram, Corr. Coeff, NPCR, UACI, PSNR, MSE, SSIM and BER across all tested
formats (JPG, PNG, BMP, TIFF, GIF).
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Table 3 Performance Evaluation Metrices & Duration

Certificate Size | Crypto | Anchor | Entro | Histog | Corr.Coeff| NPCR | UACI
(Kb) | Time(s) | Time(s) py ram (%) (%)
Certificate a 504 | 0.1964 | 2.0168 8 Unifor | 0.00082 | 99.610 | 33.476
({[1) m
Certificate b 603 | 0.1348 | 1.6632 8 Unifor | -0.00843 | 99.611 | 33.469
(png) m
Certificate ¢ 874 | 0.1865 | 2.1590 8 Unifor | -0.00926 | 99.611 | 33.477
(bmp) m
Certificate d 229 | 0.1207 | 1.6912 8 Unifor | 0.01093 | 99.609 | 33.469
(tiff) m
Certificate e 243 | 0.1205 | 2.3256 8 Unifor | -0.02059 | 99.609 | 33.467
(9if) m

Table 3 presents the information entropy. In all tested formats (JPG, PNG, BMP, TIFF, GIF),
the encrypted payload achieves a perfect Information Entropy value of 8. This indicates a state of
ideal randomness, proving that Hyper-Chaotic-DNA Multi-Encryption randomization completely
eliminates predictable patterns, making statistical attacks mathematically impossible. The
correlation coefficients for all formats are close to absolute zero (e.g., 0.00082 for JPG and 0.00843
for BMP). This confirms that adjacent pixels in the encrypted payload are completely statistically
independent, successfully obscuring any visual relationships present in the original data. The
system's sensitivity to plaintext modification is evaluated using the NPCR and UACI metrics. The
framework consistently recorded NPCR values exceeding 99.60% (ranging from 99.609% to
99.611%) and UACI values approaching the theoretically optimal threshold of approximately
33.47% (ranging from 33.467% to 33.477%). These near-ideal scores validate that a single bit
change in the original metadata or seed triggers a completely different encryption avalanche,
effectively neutralizing the appeal of differential cryptanalysis.

Furthermore, encryption time using 6D Chaotic DNA is very light, completing within a
narrow time range of 0.1205 seconds to 0.1964 seconds. Anchoring the blockchain to the QRL
network is the most time-consuming phase due to the required network broadcast protocol, yet it
maintains a stable latency ranging from 1.6632 seconds to 2.3256 seconds. Overall, it confirms that
this framework provides advanced multi-hybrid cryptographic security integrated with the QRL
Blockchain network successfully without incurring excessive computational burden or latency.

3.4. Secure Transaction Lodging

All transactions are stored in a MongoDB database. Although the initial student metadata is
derived directly from secure administrative input rather than being pulled from an existing
MongoDB database, a robust backend storage mechanism is essential for recording post-processing
transaction logs. The proposed framework uses MongoDB exclusively as a secure NoSQL-based
transaction ledger to archive final cryptographic artifacts, evaluation metrics, and Quantum-
Resistant Ledger (QRL) anchor confirmations.

The stored JSON-formatted documents encapsulate critical operational data, including
transaction IDs, multi-cryptographic results, Phase-3 SHA-256 hash seeds, and QRL network
receipts. The adoption of a NoSQL database architecture aligns perfectly with the document-based,
hierarchical structure of the encrypted payload and the React.js frontend. Furthermore, to adhere to
strict privacy principles from the design stage, this database serves solely as an immutable audit
trail. All sensitive metadata stored in these logs is encrypted at rest using AES-256, thus
neutralizing the database as a potential attack vector.

4. CONCLUSION
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This research successfully developed and implemented a multi-cryptographic digital
certification framework integrated with the robust QRL Blockchain network, designed to secure
academic credentials from both classical forgery and emerging post-quantum threats. Its core
innovation, a 6D hyper-chaotic system integrated with DNA-Quantum randomization, achieves near-
ideal randomness, evidenced by an Information Entropy of 8 and optimal NPCR or UACI values.
Finally, linking certificates to a Quantum-Resistant Ledger (QRL) establishes a decentralized and
mathematically verifiable ecosystem for global educational credentialing.

To advance this field, several future research avenues are proposed Computational
Optimization for Edge Devices. Future development will focus on optimizing the computational
burden of a 6D hyper-chaotic machine to support real-time certificate issuance and verification on
resource-constrained mobile hardware and loT edge nodes. Adaptive Fibonacci Steganography
technology is also added, exploring the integration of texture-based or Region-of-Interest (ROI)
detection to adaptively adjust Fibonacci gaps, further enhancing resilience against advanced Al-
based steganalysis. Decentralized ldentity (DID) Integration, combining the framework with the
Self-Sovereign ldentity (SSI) standard to empower students with full ownership of their digital
credentials while maintaining post-quantum anonymity. Cross-Chain Interoperability, investigating
protocols for secure cross-chain tethering between various post-quantum blockchains to ensure
credential longevity and global interoperability across institutional ledgers. Resilience Against
Generative Al Attacks, conducting extensive stress testing against GAN (Generative Adversarial
Networks)-based image manipulation to ensure the SPHINCS+ integrity seal remains robust against
Al-synthesized certificate forgery.
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