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Abstract
The security and confidentiality of data are very important for institutions. Meanwhile,

data fabrication or falsification of official documents is still common. Validation of the
authenticity of documents such as certificates becomes a challenge for various parties,
especially those who have to make decisions based on the validity of the document. Scanning-
based signatures on printed and digital documents are still relatively easy to counterfeit and
yet still difficult to distinguish from the original. The traditional approach is no longer
reliable. Solutions to these problems require the existence of data security techniques,
seamless online verification of the authenticity of printed documents, and e-certificates
quickly. The objective of the study is to model the e-certificate verification process via
blockchain and proof-of-stake consensus methods and use MD5 encryption. The data or
identity listed on the e-certificate is secured with an embedded digital signature in the form of
a QR code and can be checked for the truth online. A combination of technologies capable of
suppressing or removing counterfeiting of digital assets will accelerate digital transformation
across spectrums of modern life. The resulting architectural model can be used as a starting
point for implementing a blockchain-based e-certificate verification and validation automation
system.

Keywords — Website Architecture, Digital Signature, Blockchain, E-certificate, Security
Validation

1. INTRODUCTION

The security and confidentiality of data in an institution are of critical importance
because it contains information related to many valuable things. If the data is intercepted or
leaked, it can be misused by unauthorized persons and can harm many parties. So it takes data
security to protect existing data so as to minimize data leakage.

In some other cases, data confidentiality is not the main issue, such as in the case of the
authenticity of a published certificate, ID card, or similar documents. Being easily verifiable
and trustable is of more importance, as generally, such documents tend to be open for public
sharing. The next level is that all published documents are truly legitimate and clearly
distinguishable from modified or falsified versions of the same documents. Here data security
technologies play even more strategic usage.
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The COVID-19 pandemic makes all enactments and social interactions geared toward
minimized physical touch by exploiting all potential technologies to achieve fully automated
and computerized systems or digital systems that facilitate access without direct contact
between document creators and recipients. Now more than ever before, ballroom conferences
are transformed into online systems by using video conferences known as web-based seminars
or known as webinars. Webinars are new externally forced innovations in organizing seminars
that generally take place directly (face-to-face)!l. Webinars are one way to answer the
challenges of educational knowledge in the era of industrial revolution 4.0. A webinar is one
of the e-learning or electronic education programs. Webinar refers to the asynchronous method
of online education in which people gather at a given time to listen, observe, and participate in
the presentation of a topic!?.

In addition to the material obtained from the webinar, webinar participants also need a
certificate as proof of participation as a seminar or webinar participant. Webinar certificates
are designed to be e-certificates to facilitate distributing certificates to participants without
direct contact between recipients and webinar event organizers. E-certificate is a right that
must be obtained by each participant as proof of participation in webinar activitiest®!,

Currently, many places sell services in making changes to documents or certificates, so
many people feel aggrieved due to the actions of these irresponsible parties. Today, many
institutions or companies issue documents or certificates in digital or electronic form, making
them easy to manipulate. Such as participant name changes and signature falsification, and
when scanning is relatively easy to falsify, even though it has gone through the validation and
verification process of a system that is sometimes indistinguishable from the original
document. To minimize fraud or falsification of e-certificates, the certificate must have a fast
automation system with its own security and prove the validity of the e-certificate obtained is
true to the original owner of the e-certificate. Designing a system architecture becomes an
important part of creating a software engineering model so that until the formation of a
complete information system. The system architecture is defined as mapping and planning for
information needs in an organization or company™!. Automation and artificial intelligence (Al)
are changing the nature of work!™. Currently, the creation of system architecture models is
done using software also for the manufacture of prototypes. So that the architecture was
created to create a website verification and validation of the e-certificate.

With the application of digital signatures and cryptography using the Blockchain
method, digital signature data in e-certificates is databases and encrypted normally and can be
stored in a decentralized digital data storage. Cryptography is the science that learns how to
keep our messages or documents secure, it cannot be read by unauthorized parties!®.
Blockchain is a continuously evolving, secure, and shared system in which each data user
keeps a copy of the record and can only be updated if all parties involved in the transaction
agree to the updatel”). Blockchain has become one of the most widely used methods for
securing data storage and transmission by decentralized applications. Blockchain applications
range from Internet of Things applications to digital rights management, pharmaceuticals,
financial transactions, and securing commercel®. Bitcoin was the first user of Blockchain®
technology in addition to being used in securing bitcoin transactions, Blockchain technology
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also utilized securing the authenticity level of Diplomal™®, transcript value™, verifying
authenticity in a written work of certificate archiving poem!, improving security in
transacting in crowdfunding platforms™®, certificate security™SI8IL7] lecturer certification
program!™®], as Smart Digital Signature ! | design of product tracing system”, utilization in
education®?2 as security of STNK and SIM®], used in content copyright data system!?, E-
voting™®®!, security of the presence system ?®! | and can be used in the security of e-commerce
transaction processi?’!. Blockchain is also applied with other technologies such as loT and
smart cities?8HMB0 - Adoption of blockchain technology continues to increase in various
fields such as healthcare, asset surveillance, digital rights management, financial services,
smart vehicles, supply chain, loT, etc.®Y. And digital signatures function in testing the
integrity and authentication of a digital document and can detect document changes from
manipulation®?, Signature verification and forgery detection is the process of automatically
and directly verifying a signature to determine if it is authentic. There are two main types of
signature verification: static and dynamic. Static or offline verification requires the signature to
be verified after the document is created, whereas dynamic or online verification happens
when someone digitally signs the document on her tablet or similar device®. So that it can be
proven if the document is actually issued or made by the organizer of the seminar or training.

In the world of technology, the existence of blockchain technology is a very dramatic
improvement for collecting, distributing and managing information, and blockchain is also a
decentralized database. Blockchain is decentralized and permissionlesst®. Blockchain has 3
(three) main structures that can make this technology can make transactions quickly, namely:
Block, Chain & Network®?. The main benefits of this blockchain technology include
Decentralization, Transparency, Immutability, and security and privacy*.

In verification of this document using the proof of stake method as well as MD5
encryption. Proof-of-Stake (PoS) is a protocol developed as an energy-efficient alternative to
PoW. Instead of calculating resources, executives are selected based on bets, or contributions
to the blockchain network!®. Proof-of-Stake (PoS) aims to replace consensus paths in
distributed systems. Rather than solving the proof of work, the nodes producing blocks must
provide proof that they have access to a certain number of coins before they are accepted into
the network™?. Blockchain platforms NXT and PeerCoin use PoS consensus, and Ethereum is
moving to PoS consensus. HLF uses the Practical Byzantine Fault Tolerance (PBFT)
consensus, which tolerates Byzantine faults (such as malicious nodes)®. Proof of Stake has
speed and consumes less power than Proof of Work. Proof-of-Stake (PoS) is applied in several
studies on consensus mechanisms in the fundamentals of®®® applications, performance and
security evaluation®, mining games in performing strategy®”, performance and scalability in
the communication of a group™!, and maintaining privacy™®.

In order to maintain the integrity or authenticity of electronic documents, cryptographic
algorithms are combined with multiple methods of message algorithms using MD5, MD5
encryption, used in various fields for maintenance and data integrity proof is a one-way
cryptographic function that“%. Encryption is used to ensure the confidentiality of security
services. Encryption is the process of encoding plaintext into ciphertext (either unintelligible
or understandable data). Decryption is the reverse process of converting ciphertext into
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plaintext.. The encryption and decryption process can be implemented using symmetrical or
asymmetric cryptography®. Hash is a one-way mathematical function to protect data
integrity. It works by calculating a unique fixed-sized value called a "hash value" for each
variable input. The hash function is one-way, which means the original data cannot be
recalculated from a unique output. Its security strength lies in its one-way characteristics,
which are used to protect data integrity®*.

The QR code contains a digital signature of data such as title holder name, registration
number, role number and total score, and is signed by the university authorities. To verify the
digital signature, you must use a specific smartphone app that scans the QR code and
authenticates the certificate. After many articles surveyed from previous studies agreeing on
document authentication using digital signatures and QR Codes! %%l digital signatures in the
field of cyberlaw as evidence!®”, as well as in universities (! in the issuance and verification
of e-certificates in webinars®® using web applications®® to save computing resources by
eliminating unnecessary storage and network use®. Research that uses QR Codes as proof of
the validity of documents in the field of education®®, Validate issued certificates so that
certificates can be checked for authenticity and suitability of information contained in digital
certificates®IP4IEoIBel a5 3 means of digital signature to identify a sender, as well as to prove
the legitimacy of the owner of a digital document so that an authentic digital signature (valid)
7181 Diplomal® authenticity authentication, as E-Payment protection in E-Commerce®, is
used for attendance presence!®, and is implemented in student identity cards to make it easier
for students to check real data updates about personal identity, college status history, and
appropriate study history on the forlap.dikti.go.id®®?. So this research for the validation of e-
certificate authentication also uses digital signature and QR Code as certificate number and
QR Code to make it easier to go to the e-certificate verification and validation website. So that
with the Blockchain using QR Code can prove if the certificate is correctly signed digitally by
the organizer of a webinar event that is neatly registered.

To verify e-certificates designed a QR code digital signature verification website in
Blockchain-based e-certificates to prove the validity of e-certificates obtained by webinar
participants. The verification website view asks the user to upload the e-certificate file to be
verified, in addition in the same view displays the amount of real data of the verified e-
certificate document. After uploading the e-certificate file on the QR Code digital signature
verification website in the e-certificate successfully uploaded and the e-certificate verified, it
will be displayed the output of the system containing transaction information that is considered
valid by consensus. In this research designed the e-certificate verification website model in the
form of a prototype and hopefully in the next research can be developed again. And validated
by using MD5 in recognizing the validity of the document or certificate. In the creation of the
prototype in this study using Figma, the display can be arranged and adjusted to make it easier
to understand for users who will verify the digital signature in the webinar e-certificate
obtained.

The purpose of this research is to create a website model for verification and validation
of blockchain-based e-certificate data using QR codes that can prove the e-certificates received
by webinar participants to avoid falsification of digital assets in order to follow the
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acceleration of digital transformation. This website architecture can also later be used as proof
of the validity of the e-certificate obtained from the webinar organizer, so that if the digital
signature in the e-certificate is correctly issued by the organizer then the display of encryption
will be displayed on behalf of the participant's name in the verified e-certificate.

TECHNOLOGY

4
CREATE A TRANSACTION
NEW BLOCK - COMPL

Figure 1. Six basic steps in creating a complete blockchain transaction

2. RESEARCH METHOD

Verification of web-based Blockchain-based e-Certificate Validation is carried out in 4
research  stages, including requirement identification, planning, design  of
prototypes/architectures, and the last stage of prototype review that has been designed that can
be seen in the image below:

Requirement Identification Planning
Falsification of documents that often occur, Createa system architecture modelfor
so it takes a system that can check its authenticity quickly document verification and validation
Prototype Review Design of Prototypes
System architecture that can verify and validate documents System architecture that can verify and validate documents

Figure 2. Research Methods
It uses a blockchain security method in which blockchain users are uniquely identified
by public key certificates. In public settings, the user first generates a key pair (the default
option is ECDSA based on Elliptic Curve Secp256kl). That hash function serves as a
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transaction address or account number in the cryptocurrency system. POW mining is not cheap.
This process consumes a lot of energy and is said to use enough electricity to power a small
country like Denmark. Staking is essentially a locked account with a specific balance that
represents a miner's commitment to keep the network healthy. Assuming the function returns
stake, miner M can generate new blocks by solving a puzzle of the form:

H(nlIH(b))<s(M).t.
It turns out that the larger s(M) is, the easier it is to find n.

Ethereum’s upcoming PoS protocol is implemented in the form of smart contracts. This
is called Casper and allows miners to become validators by depositing Ether into Casper
accounts. The contract selects reviewers based on their deposit amount and suggests the next
block. However, its peculiarity is that it forces validators to behave correctly, with the penalty
of losing the entire deposit each validator bets on whether a particular block will be validated
in the future. If the block is confirmed, the validator receives a small reward. But otherwise the
validator loses the deposit. This mechanism avoids the unacceptable problem of validators
being able to contribute blocks on different branches. Tezos implements a simplified version
of Casper. In this version, contract purchases become an authority and can approve changes to
the underlying blockchain. Tezos aims to provide a scalable blockchain where soft and hard
forks are blockchain-specific features(®!,

2.1.  Architecture — diagram block: input box, process box, output box

General Admin User
User User User
v v
Web Apps
¥ N
Verification Validation
v 1 v 1
Blockchain

Figure 3. Architecture System Verification and Validation Document
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A general Blockchain Layered Architecture
Application DApps Website, Programmable Society, User Interface (Front End Apss &
Layer Back End Apps), DApps
Contact Algortihm, Smart Contract, Script Code
Layer
Incentive . . .
Issuance Mechanism, Allocation Mechanism
Layer
Consensus PoS, PoW, DAG, PoE, PoX, BFT, PoL, PoET, etc.
Layer
Network P2P Network, Dissemination Mechanism, Authentication/
Layer Verfication Mechanism, Communication Mechanism
Data Laver Data Block, Chain Structure, Time Stamp, Hash Function, Merkle Tree,
Y Assymetric Encryption, Transaction, Digital Signature
Infral_s;;:.:ture Virtual Machine, Nodes, Containers, Storage, Services, Messaging

Figure 4. A general Blockchain Layered Architecture

Blockchain technology is open source and allows users to develop applications using a
common application programming interface Smart contracts on the blockchain can
automatically generate transactions, make decisions, and store data. All nodes in the system
can automatically process and validate data using a specific consensus protocol. Blockchains
are automatically maintained and verified by the protocol without manual intervention.
Consensus is required to validate transactions and update the general ledger Blockchain
systems are inherently secure. Because these systems use asymmetric encryption. Asymmetric
encryption consists of a set of public keys that are visible to everyone and a set of private keys
that are visible only to the owner. Encryption is used to ensure the confidentiality of security
services. Encryption is the process of encoding plaintext (data you understand) into ciphertext
(data you do not understand). Decryption is the reverse process of converting ciphertext into
plaintext. The encryption and decryption process can be performed using either symmetric or
asymmetric cryptography. A hash is a one-way mathematical function for protecting data
integrity. It works by calculating a unique fixed-size value called a "hash value" for each input
of the variable. Hash functions are one-way. In other words, it is not possible to back-calculate
the original data from the unique outputst. Its security strength lies in its one-way property
used to protect data integrity.

e  Blockchain-based business applications represent the application layer.

e  Contact layer describes the programming approaches available on the blockchain.

e Nodes involved in managing applications receive incentives according to the
mechanisms listed in the incentive layer.
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e The Consensus Layer provides various consensus algorithms for blockchain
applications.

e  The network layer consists of data propagation and data inspection mechanisms and
distributed network mechanisms.

e  Timestamped data blocks are part of the data layer. Chain structures, Merkle trees,
cryptography, and hash functions are used to manage the security of these blocks®®!,

verification

validation

SUCCESS!

Figure 5. E-Certificate Validation and Verification Process Architecture

Upload e-Certificate Verification Document

Browse the e-Certificate document in Storage and click the upload button Klik button Verification Document

e-Certificate in MD5 authentication e-Certificate in blockchain process

read information about certificate numbers and names whichis in The blockchain circuit approves the block of documents
. ; e after verification of transactions combined with other transactions
the certificate whether it matches the data owned by the institution to create new blocks of data in big data.

Validated e-Certificate notification
Ifthe data is appropriate then the system will display a successful
notification, if the data does not exist / does not match then the syste
will display error notifications or unverified

Figure 6. E-Certificate verification steps on the Website
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2.2.  Flowchart Automation validation of e-certificates with blockchain

C Start )

Y

Apply E-Certificate

A

Submit QR Code or Id «—

Validation QR
Codeor Id

Yes

.

Generate Blockchain —

A 4 y

PoS Update Blockchain

]

Commit Transaction

|

Show History

I
( Fmn )

Figure 7. Automation Validation of e-certificates with blockchain

2.3. Flowchart Automation of e-certificate verification with blockchain

The design contains 3 main components/models. They are for authentic details, Apply
for new ones, Check authenticity. Here is the entire project stream in the form of a flowchart.
Below are the tasks mentioned that are available in the system: This system is such a design as
soon as you open the no login /Registration option. Users can use this software/portal to
authenticate their certificates, apply for new certificates, and to upload newly issued
certificates. When you upload a certificate, it creates a database for users. Users can use it to
check the authenticity of certificates as part of the recruitment process and file an action
against fake ones®!,
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Authentication QR Code or ID

<t

Yes

¥
Apply and submit E-Certificate

Check data Incorre ct— Invalid

Correct

Not issued

Encrypt data using algorithm and issue

Encrypt certificates

A 4

Maintain Blockchain

\

Issue Certificate

A

( Finish /“-

Figure 8. Automation of e-certificate verification with blockchain

3. RESEARCH RESULTS AND DISCUSSION

Blockchain systems use a “one-way” mathematical function, often called a “hash
function,” that maps frequently changing variable-sized data to fixed-sized datal®. Hashes are
implemented in electronic systems used for user data and use mathematical functions to
transform data into various formats®”. The best-known examples of hash functions are MD2,
MD5, and SHAE®!,

The study found that Message-Digest Algorithm 5 (MD5) was designed by Ronald
Invest in 1991 and uses a hash size of 128 bits and a message block size of 512 bits!®®. The
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MD?5 algorithm enters a message of any length and produces a 128-bit message digest from the
input as output. The authentication algorithm somehow normalizes all the data in the secret
message used for authentication. Md5 consists of 64 tasks divided into 16 four-round
operations. The MDS5 algorithm was developed very quickly on 32-bit computers. The
algorithm was invented by Professor Ronald L. Rivest[™!,

In order to prevent the circulation of fake degree certificates, a method is proposed
where the integrity of the contents within the certificate can be verified with the use of QR
Code and a Smart website.

No. Certificate :

CERTIFICATE
OF ACHIEVEMENT

THIS CERTIFICATE IS PRESENTED TO

Ko,

W
18/12/2021 —
= \

DATE

Figure 9. examples of e-Certificates received from certain training/webinars

Figure 9 is an example of an e-certificate that wants to be verified, the certificate
number is made into a QR Code to facilitate verifying the e-Certificate weblink of the Event
Organizer Institution for verification and validation of e-Certificates made into QR Code as
well. An example of a web view of a verification agency is in Figure 10, to start verifying and
validating starting with Browse e-Certificate files that have been downloaded or that are
already in your document storage.

& verification e Sartificat

€ ¥ € @ nupsdiverficatione-sariifikatlembaga.idiupload php! o

namalembaga

—

Verification

Browser
Verification Documents

Total Verify : 8197

Figure 10. Web Verification and Validation of e-Certificates
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&  Veofication e Sertifikat

€ > C @ nupsiiverticationn-sertifikatiembagaidiupload phpl

CERTIFICATE
OF ACHIEVEMENT

THIS CERTIFICATE IS PRESENTED TO

/ O ot Ch
Koranioe uce Letire. . Ko,

1B/ (/=

Upload

Figure 11. Upload e-Certificate Document file upload view

A document file upload dialog box will appear such as Figure 11. Once successfully
uploaded the Browse column view will change according to the name of the file you want to
verify and validate such as Figure 12. Then click the Verification Document. Users have the
option of uploading files using PDF format. The results of the upload will display information
about blockchain authentication.

& verification e-Sartifivat

€ 3 (@ @ nups:ijverficatione-sartifikat. lambaga.idfuplosd. php/ ]
namalembaga
HOME
-
Verification

Karunia Suci Leskari, 5.Kom. m

Verification Documents

Figure 12. Prototype Website Verification e-Certificate
If the e-Certificate is declared indeed issued by the Institution, it will appear the

verification results with identical greens such as Figure 13. with complete information of the
verification results of the document or the e-Certificate is declared Verified. Some of the

Vol.16 No.1 — February 2023



ISSN : 1978-8282, Online ISSN: 2655-4275

information that appears includes Credentials, TimeStamp document verification, Public Key
and Algorithm used, and hash code of the document.

@ Verification e-Sertifikat

€ 2 C @ httpsyfiverficatione-sertifikat.lembaga.id/upload.php/

namalembaga
HOME

I -

Status Verification e-Sertifikat

121814052120100

@ Karunia Suci Lestari, S.Kom

Verified

Hasil Verifikasi e-Sertifikat

Blockchain Fleld Verified

Integrity + Blockchain Credentials is valid

HName Nama Lembaga

Credentials Document Hash |
AXUFG105BCDEFGAHLIKELMNOGP
QRETUVWEXYTZD
WVaexanium Hash |

U‘!llﬂlty 0211217 13:5417

Subject Document Hash |
AXUFG10SBODEFGAHIUKS LMNOGP
QRSTUVWEXYTZOD
Vexanium Hash |

Public Key MDS

Algorithm MDSERCrypLion

SHA256Fingerprint 02;4%-FEABAH:52:COLEKM:OLAD;
KSSLLEEASCDB

Figure 13. E-Certificate notifications successfully verified
However, if the e-Certificate is declared or not issued by the Institution, it will appear

verification results with identical reds such as Figure 14. with complete verification
information from the document or e-Certificate and declared Not Verified.

& verfication e-Sertifikst

& 3 & hitpsverficatisne-sertifikat lembaga.id/upload. php! 1}
namalambaga
HOME
I

Status Verification e-Sertifikat

121814052120100

@ Linda Evan Englista, S.Kom

‘ Hasil Verifikasi e-Sertifikat

Blackehain Field Mok Verified

Mot Verified '

Integrity % Blockchaln Credentials is mot walld

. Hame Wama Lembaga .

Figure 14. E-Certificate notification was not successfully verified or e-Certificate data not found
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4. CONCLUSION

The research proposes creating a blockchain-based document verification and
validation automation architecture to avoid the falsification of digital assets as a framework for
accelerating the digital transformation to secure and maintain data confidentiality in a
document. So that validation of a document maintains authenticity. The application of
cryptography using the Blockchain method helps to keep our documents secure with a shared
storage system and if there are changes or updates only agree if there is mutual agreement and
agreement from all parties.

In addition, this architectural model uses Proof of Stake consensus and MD5 encryption
in order to shorten the time in distributing a transaction request so that the time in e-certificate
verification and validation can be faster. Then the use of QR Code in addition to hiding the
encryption of certificate numbers also shortens the time in verification and validation of the e-
Certificate. If the e-Certificate is correctly issued by the institution distributing the e-
Certificate then a Verified notification appears stating if the e-Certificate is valid, if it is not
valid then a Not Verified notification will appear. The notification displayed is quite clear by
displaying some information that appears such as Credentials, the institution that distributes e-
certificates, TimeStamp document verification, Public Key and explains the algorithm used
and the hash code of the document. for future research, it is hoped that pseudocode will be
made so that it can be implemented.
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